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Integrated Cybersecurity Defence
Phishing Services

User awareness is an important factor to be considered for

an effective security posture, with aware-users the risk of
breaches also reduces significantly. To enable such posture "’
development at any organisation, Motherson Technology
Services is proposing its phishing services."

The primary agenda of this service is to educate users on the potential

impact in case of a phishing attack and how to evade such situations when they

counter such mails. Motherson Technology Services focusses on providing end users with
potential phishing scenarios which might lead to a successful attack. We simulate a campaign
where end users receive a suspicious mail and users are asked to click on a link, upon clicking
the link these users will be redirected to an URL which contains information that it was a
phishing attack.

Key Challenges What are we Preventing?

Phishing attacks are the practice of sending fraudulent
Users are the weakest link communications that appear to come from a reputable

91% of successful breaches rely on source. It is usually done through email.
some form of human manipulation

Phishing Lifecycle

Organisations aren’t doing
enough

Most of the organisations conduct
awareness training once or twice a
year

Data is
exfiltrated to
the attacker in
stealth mode

Data is Attacker
stolen from distributes
compromised malicious

machines e-mails

Criminal organisations are well
funded

Organised syndicates and nation
backed hackers are publishing
massive phishing campaigns

Cyber criminals are shifting their
focus

Focus of Cyber criminals has
shifted from retail data stealing to
targeted attacks

Phishing
RAT is used Categories Users open
to gain access the malicious
to additional % link /
systems . attachment

Phishing tools are low-cost and
widespread

Ordinary phishing tools only cost
from $20 to $50 and some are
even free

Target
installed System is
on the exploited
target system
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Motherson Technology Services Phishing Awareness Campaign

An educational initiative that shows employees how to protect themselves and the company from cybercriminals

Key Tenets Simulation Process

Simulation Reporting Recommendation Information Gathering * Redirecting clicked users
Testing under Reporting as per Follow-up training, Context customisation * Showcasing users various indicators
real-world conditions organisation Technical Assessment and Mass Mail Roll-out * Detailed reporting with statistics

and reinforcement structure Gap Analysis Tracking user activities * Benchmarking standard

Motherson Technology Services Phishing Campaign Design

Customised Offerings specific to Organisation Requirements

s Jo X JoX

Templates Themes Multi-Lingual  Interactive ~ Quiz & Survey Role-based  Reporting Recommendations
Options* Videos Campaigns

SNSS,

Why Motherson Technology Services?
Integrated Cybersecurity Defence (ICD)

Phishing tests,
Variety of content and formats keeps phishing tests o simulation and \ Integration of new and sophisticated threat tactics

fresh and challenging ¢ B reportingdal;e fg”y } in the simulation exercises through our ICD
managed by ICD

Discrete, time-released phishing email delivery helps Rich, interactive video trainings and assessments
protect authenticity of test attacks solidify key phishing concepts

l
Powerful reporting analytics provide actionable / No critical information is ever captured while

insights ] performing the exercise

motherson

Provides statistics on simulation results and employee reporting, so analysts can
track the improvement of the organisation’s phishing awareness over time

Founded in 1975, Motherson Group is an industry leader and one of the world's largest
manufacturers of components for ther automotive and transport industries. The group's
diversified portfolio makes it a complete solutions provider across the globe. Motherson
Group serves its customers with a wide array of products and services through multiple
business divisions including wiring harness, vision systems, modules and polymer,
technology & software, aerospace, health & medical, logistics, retail and metal products.
Motherson Technology Services is a global technology company that offers a
consulting-led approach with an integrated portfolio of industry leading solutions that
encompass the entire enterprise value chain. Our technology-driven products and
services are built on two decades of innovation, with a future focused management
philosophy, a strong culture of invention and co-innovation, and a relentless focus on
customer-centricity. A CMMI Level 5 company, we have delivered best-in-class services to
430+ clients in 41+ global locations across all continents. We are a business division of
Motherson Group, one of the largest manufacturers of components for the automotive
and transport industries worldwide with 150,000 employees across the globe.

Visit us online at https://mothersontechnology.com/

Motherson Technology Services Limited

C- 26, Sector 62, NOIDA - 201309, U.P., India
Email: info.mts@motherson.com

Tel: + 91120-436-5555; + 91120-436-5556
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