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Overview

The client provides specialized technical services to the Indian insurance market, offering
professional solutions in surveying, loss adjusting, and risk administration. Their services cover the

entire claims lifecycle, from pre-risk surveys to final claims settlement, catering to the needs of the
global risk and insurance community. Handling sensitive client information and claims data requires
an IT infrastructure that prioritizes security, compliance, and high availability above all else.

Challenges

The client's AWS infrastructure had several critical gaps in its security and operational
management, exposing the firm to significant risks.

Lack of Security Visibility

The environment did not have dedicated security tools for threat
detection or vulnerability management. The security posture was
limited to basic network controls, leaving the firm blind to
sophisticated threats and unable to proactively identify
weaknesses.

Absence of Data Backups

A formal, automated backup strategy for their EC2 instances
was not in place. This lack of data protection put critical
business and client data at risk of permanent loss and failed to
meet industry standards for business continuity.

Non-Optimized Cloud Spend
Servers were provisioned without being tailored to specific

workloads, leading to underutilized resources and inflated
cloud service costs.
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Inadequate Patch Management

There was no systematic process for applying security patches to
server operating systems. This left the infrastructure exposed to a wide
array of known vulnerabilities, posing a direct threat to the sensitive
data stored on them and creating a serious compliance risk.

No Proactive System Monitoring

The firm lacked a continuous monitoring setup, making them reactive
to infrastructure problems. Issues were only discovered once they
caused a service failure, impacting their ability to serve clients
effectively.
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Solution Proposed

A comprehensive solution was implemented, focusing on deploying a multi-layered security framework and adopting
operational best practices.

« Integrated Security Services: A suite of AWS managed security services was deployed to create a robust security posture:

=  Amazon GuardDuty: Enabled for intelligent threat detection. It continuously monitors malicious activity and unauthorized
behavior using machine learning and integrated threat intelligence.

= Amazon Inspector: Deployed to perform automated and continuous vulnerability assessments of the EC2 instances,
identifying missing security patches and unintended network exposure.

= AWS Security Hub: Configured to act as a central point for managing the security posture. It aggregates, organizes, and
prioritizes findings from GuardDuty and Inspector into a single, comprehensive dashboard.

«  Automated Backup and Recovery: A formal backup plan was established using AWS Backup. This provided a centralized,
policy-based service to automate the scheduling and management of EBS snapshots for all critical EC2 instances, ensuring
data can be recovered quickly and reliably.

« Comprehensive Monitoring and Auditing: AWS CloudWatch was configured for proactive monitoring of system health with
automated alarms. Simultaneously, AWS CloudTrail was enabled to provide a detailed and immutable log of all account
activity, ensuring a complete audit trail for compliance and security investigations.

« Resource Optimization: Following a period of data collection with CloudWatch, a detailed analysis was performed. A report
was then provided with specific recommendations for right-sizing the EC2 instances to better match their performance
requirements and reduce costs.
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Business Impact

The engagement transformed the client's Cloud environment from a liability into a secure and efficient business asset.

Dramatically Enhanced Security Standards

The deployment of GuardDuty, Inspector, and Security
Hub elevated the client's security from basic to
enterprise-grade, providing deep visibility and
proactive defense against threats, which is critical for
protecting sensitive insurance data.

Improved Business Continuity

The automated AWS Backup solution ensures that
critical data is protected and can be restored quickly,
minimizing potential downtime and data loss, thereby
protecting the firm's reputation and client trust.

a

Strengthened Compliance Posture

The implementation of automated backups,
vulnerability scanning with Inspector, and complete
audit trails with CloudTrail helps the client meet
stringent regulatory and compliance requirements
within the insurance industry.

O
il
Increased Performance and Efficiency

Proactive monitoring with CloudWatch enables the
team to address issues before they impact users. The
server optimization recommendations provided a clear
path to lower operational costs while maintaining high
performance.

Founded in 1975, Motherson Group is an industry leader and one of the world's largest manufacturers of components for
ther automotive and transport industries. The group's diversified portfolio makes it a complete solutions provider across
the globe. Motherson Group serves its customers with a wide array of products and services through multiple business
divisions including wiring harness, vision systems, modules and polymer, technology & software, aerospace, health &
medical, logistics, retail and metal products. Motherson Technology Services is a global technology company that offers
a consulting-led approach with an integrated portfolio of industry leading solutions that encompass the entire
enterprise value chain. Our technology-driven products and services are built on two decades of innovation, with a
future focused management philosophy, a strong culture of invention and co-innovation, and a relentless focus on
customer-centricity. A CMMI Level 5 company, we have delivered best-in-class services to 430+ clients in 43+ global
locations across all continents. We are a business division of Motherson Group, one of the largest manufacturers of
components for the automotive and transport industries worldwide with 1,90,000 employees across the globe.

Visit us online at https://mothersontechnology.com/

Motherson Technology Services Limited
C- 26, Sector 62, NOIDA - 201309, U.P., India

Email: info.mts@motherson.com
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